FAQ

How to proceed after CU Key mobile application update or re-installation on a new device?

In the event of a bigger update or if you are re-installing the CU Key application on a new device you will need to use
other active method of verification, e.g. Text message code , as your CAS account considers the CU Key application
still valid, however, it is not currently active.

1. Open the CU Key mobile application on your phone and log in.

2. Select Other method of verification and use either Security key (if active) or Verification via SMS message.

Select a method for the second verification step:

[ Mebile application

Tor werify your identity in the second step, you will use a one-time passwaord generated by the mobile application on
your phane.

USE

&) OTHER VERIFICATION METHODS m

Select a method for the second verification step:

[ Maobile application

Te verify your identity in the second step, you will use a one-time password generated by the mobile application on
your phone.

O security key

For the second step of werification, you will be asked to connect your security key to your browser device. You can
also use a mobile phone that supports biometric legin

[ Verification via SMS message

Ain SM5 message with a verification code will be sent to your registered phone number, which you will enter in the
second verification step.

4. Once you fill in the code and confirm login the application will ask you if you wish to activate biometrics verification,
see CU Key Activation process .

How to proceed if you lose your mobile phone or it is stolen?

1. Ask your mobile service provider to block your SIM card as soon as possible.

2. Request new SIM card with the same phone number.
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3. Visit website www.ldap.cuni.cz/mfa and log into CAS. Select Other method of verification and use Text message
code for verification.

4. Remove CU Key mobile application from active methods of two-factor authentication to prevent unauthorized
access to your user account from the lost mobile phone.
* Click on the arrow next to the SMS message verification method:

Multifactor authentication

Avalable methods

D Muobile phone application
¥

feqistered nusted devices

il it B

» Click on Remove all next to the CU Key application

5. Install the CU Key mobile application on your new device and continue with CU Key activation process .

If it is not possible to retrieve your previous phone number from the service provider, you will need to use other means
of verification to log into CAS user account. Those are SvipeiD or NIA .

How to proceed if you lose your hardware key or it is stolen?

1. Inform your local IT support about the loss of your hardware key as soon as possible.

2. Visit website www.ldap.cuni.cz/mfa and log into CAS. Select any other active method of two-factor authentication
(CU Key mobile application or Text message code).

3. Remove the hardware key from active means of two- factor authentication, so your lost device cannot be used for
unauthorized access.
* Click on the arrow next to the Security key verification method:
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Multifactor authentication

Avalable methods

These meibods are avtabie a5 & second factor

D Mobile phone application

ou e rad registened mobile spolorion for genenating coalimation codes

F Searily key 1

T3 P Mo TEQHENG] SETLTY bR

E SMS message

Yau harwe no regisiened phone nember 1or SWE deleery

feqistered nusted devices

wou will mok 3¢ msiomd 10 wse mecoad iackr when ulsenlicating hom one of thoss devioes

i ¥ou hawe na registered wusiad devices

» Click on Remove all at the bottom-right corner:

Security key

Wou will be asked o insert poor security key for suthentication by ihe second-tacior

¥ou have registered the Toliowing secerfy beys
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