Hardware key

Hardware keys with support of FIDO2 security protocol provide very strong means of protection against
unauthorised access as they require physical presence of the user during login. They are simple to use — you just
connect them to your device and confirm access by touch. They significantly increase level of security of CAS user
account.

Please get in touch with your local IT support with regards to availability of these hardware keys.

Hardware keys is one of the options for two-factor authentication. It is highly recommended to use it as secondary
to CU Key mobile application.

The activation procedure of hardware key depends on the brand and model of the device itself. Please read
thoroughly the instructions for yours as it may require specific activation procedure before use.
Activation process

1. Visit website www.ldap.cuni.cz/mfa and log in to CAS.
Select Security key among the available options.
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2. Afield for device registration will appear. Click on Register and continue.
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Security key

You will be asked 1o insert your security key for suthentication by the second-Tactor

i You have no regestered security keys.

Yau will be asked 1o reauthenticate to verify your idantity.

3. You can choose a name for your device or continue with the suggested pre-set.

Registering a security key

and then register it with CAS for use as a second

Choose a custom name for your FIDO2
e ou will be automatically rediected to the next

werification step, Once the regl
step, where you will use your key 1o log in

brave_washington

4. Now the instructions may vary depending on operation system of your PC/laptop. The following instructions apply
for Microsoft Windows.

Select Security Key. If you do not see it as the first option, click on More options.
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P Windows Security

Choose where to save
this key

m Security key

More options

m iPhone, iPad or Android device

| EI Security key

5. You will be asked to insert the hardware key and set PIN code.
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“ Windows Security X

Security key setup

Set up your security key so you can sign in to cas.cuni.cz
as 70244271.

This request comes from the application "msedge.exe”
by "Microsoft Corporation”.

DK Cancel

== Windows Security o

Continue setup

Insert your security key into the USB port.

Cancel
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S Windows Security

Continue setup

Please enter the security key PIN.

]
- Securrty key PIN

oK Cancel
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== Windows Security

We're confirming it's
you

To sign in to .cas.cuni.cz’.
This request comes from the

‘msedge.exe’ app from
‘Microsoft Corporation’.

Tap your security key

Cancel



¥ Windows Security *

The key has been saved

You can now use your security key to sign in to
cas.cuni.cz.

OK

6. As soon as your device is successfully registered you will be asked by the system for verification via the hardware
key.
Login with a security key

To werify, attach the registered security key and follow the instructions of the browser. Your security
key must be registered for verification to be successful,

i@ sI6H UP

7. If the registration is successful, you will see a confirmation table with a picture of your hardware key.
Security key
You will be asked ta insert your security key for aut t factol

8. Now, visit website that requires CAS login and two-factor authentication, e.g. www.servicedeks.cuni.cz and log in.
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http://www.servicedeks.cuni.cz

Other verification options

‘_ﬂUser-ProﬁIe

‘ You're signed Im as 70244271, but User

Profile requires a new verification of your
identity. Please enter your username and EDUID
password and continue. _

Your external identity must be registered
in order to log In to your CAS account.

Uusermame* ‘

o “

&7 Forgot your password?
O Setting up a security key
® need help?

For security reasons, log out and close all
browser windows when you are done!

After five unsuccessful login attempts, your
account will be blocked for 20 minutes.

9. Click on Other verification methods and select Security key.

Select a method for the second verification step:

[ Mobile application

T werify your identity in the second step, you will use & cne-timse pasescrd generated by the maobile application on
your phore.

[ Security ey

For the second step of venfication, you will be asked to connect your secunty key to your browser device, Wou can
alia kel @ il phodne that dupparts bicarmatres kbgen.

[ verification via SMS message

An SMAS message with & verification coce will be semt te your registsred phane mumber, shich yoo will enter in e
second werification step.
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Select a method for the second verification step:

0 Mobile application

Tor werify your identity in the second step, you will use a one-time password generated by the mobile application on
your phone

0 Security key

For the second step of verfication, you will be asked to connect your security key to your browser device, You can
also use a mobile phone that supports biometric login,

USE

[ Verification via SMS message

An SMS message with a verification code will be sent to your registered phone number, which you will enter in the
second verification step.

There are more types of security keys that are compatible with CAS two-factor authentication, e.g. Windows Hello.
Usage of other types of security keys is based on specific workplace requirements. If you are interested in the use of
these, please get in touch with your local IT support.

It is possible to register only one security key type per account.
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