CU Key

Mobile application CU Key has been developed for the purpose of increasing security for CAS user accounts.

With it you can simply and reliably verify your identity while accessing university services.

It provides modern means of two-factor authentication which significantly increases level of security for university
systems which require CAS login.

Mobile application CU Key represents an important step towards increased cyber security and data protection for the
academic community.

Activation process

1. Visit website www.ldap.cuni.cz/mfa and log in.

¢ Click on the “Turn on” button
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« Select Mobile phone application among the available options:


http://www.ldap.cuni.cz/mfa

Multifactor authentication

Available methods

These methods ane svailable a8 & second fasoe

D Mabile phone application :

¥ou hawe no megistened mobdle applicatian far generating confirmation codes

ﬁ Security key ;

¥au have no registenad securily keys

E SMS message :

¥ou have no regitierad phone number Tor SMS delivery

Registered trusted devices

¥ou will not be asked 1o use second factor when authendicating from one of those devices

i ou have no registered trusted devices

* Choose QR code based on your mobile phone operation system and scan it to download the app.

i You have no registered devices to generate confirmation codes

Mobile phone application

Ukklic mobidle app will let you use fingerprint or face id as a second factar.

Download CU Key for Android Download CU Key for oS

Third party applications
¥iou can aksn wse one-time password generated by mobile (or deskiop) application. ¥ou can use any
6238 (TOTP)

application that supports RFC

“ou will be asked to reauthenticate to vesify

2. Open the mobile application CU Key.

» Click on the Login button and enter your username and password to CAS
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External |dentity Froviders

« Enable naotifications

» Create PIN code for unlocking the app
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Create PIN for CU Key




Confirm your chosen PIN
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* You will see Renewal codes for account renewal.

Please write down these codes on a different device so you can use them in the event of loss or theft
of your mobile phone.

You may also enable biometric authentication if you use in on your device, e.g. fingerprint, FacelD.
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Enable Biometric Authentication

You can enable biomefric authentication instead of
a PIN and confirm with your smile or fingerpnint.
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Maybe later

3. Visit website that requires CAS login and two-factor authentication, e.g. www.servicedesk.cuni.cz and log in.



http://www.servicedesk.cuni.cz

Other verification options
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‘ You're signed Im as 70244271, but User TIZEN I
Profile requires a new verification of your

[
identity, Please enter your username and EDUID
password and continue. _
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Your external identity must be registered
in order to log In to your CAS account.

&7 Forgot your password?
O Setting up a security key
® need help?

For security reasons, log out and close all
browser windows when you are done!

After five unsuccessful login attempts, your
account will be blocked for 20 minutes.

4. Select a method for the second verification factor:

Select a method for the second verification step:

L Mobile Applications

To verify your identity in the sacond step, you will use a one-time password generated by the mobile application on your
phone,

GC'THEFI YERIFICATION METHODS | CANCEL

5. < You will receive notification on your mobile phone about a new request for authentication. Access the app using
PIN code or biometrics and confirm the request.
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6. Now, you can go back to the website www.ldap.cuni.cz/mfa and log in.

» After two-factor authentication login you can see the Mobile phone application as an active means of two-factor
authentication.
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http://www.ldap.cuni.cz/mfa

Multifactor authentication

Available methods

These methads are available as g second Tesior

D Mobile phone application

51 of devices you can use to ohtain confirmation code

D LIkl Riegistered at 2026-02-23 10:11:208

P Security key

Wil ave no registered security keys
E SMS message

Yivd ave no regigtered phane number for SMS delivery.

Reqistered trusted devices

vau will not be asked to e second Factar when authanticabing fram one of those devices

1 You have no registered rusted devioes.

* You can also view Renewal codes again, if you click on the arrow on the bottom-right corner.
Please note that each of the codes can be used only once.

Maobile phone application

UkElic mabile app will let you use fingerprint or face id as a second factor

List of devices you can use to obtain confirmation code.

D UkKNE EXPORT

Registered at 2026-02-23 10:11:08

Emergency scratch codes:

M REMOVE ALL
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Aside from the mobile application, we highly recommend a secondary two-factor authentication method. Currently you
can choose between text message code and hardware key .

It is possible to use other mobile authentication applications compatible with two-factor authentication of CAS user
accounts. These are Google Authenticator or Microsoft Authenticator. Usage of these applications is based on
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specific workplace requirements. If you are interested in the use of these, please get in touch with your local IT
support.



