Windows XP

eli uroam

These instructions describe settings of Windows XP SP2 operatig system for connection to the wireless
network eduroam. It is assumed that the user has the wireless network card drivers installed (mostly by the notebook
manufacturer). Current driver version is recommended.

It is also assumed that the user's eduroam account is functional. Otherwise see the information available at this page .

Preparation

First it is recomended to check whether the relevant network connection has the Internet Protocol (TCP/IP) installed.
Above the Wireless Connection icon on the taskbar press the right mouse button and select the Open Network
Connectionsoption.

If the taskbar does not contain the Wireless Connection icon, it is possible to open the Network Connections option in
the Start - Settings - Network Connections menu.

Change Windows Firewall settings

Qpen Mebwork Conneckions

¥Yiew Available Wireless Networks

Right click again above the Wireless Network Connections icon and select Properties.
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The Internet Protocol (TCP/IP) should be placed in the General tab. If it is not placed there, it is necessary to install it

Compiled 12.3.2015 10:17:25 by Document Globe ®



—+- Wireless Network Connection Properties E'D__(l

5 1
General | wireless Metworks |

Connect uzing:

BY IntelR] PROAwWieless 3945488065 Met | Configure. ..

Thiz connection uses the following itenns:

L] == AEGIS Protocol [EEE 802.1%) +3.6.0.0 ~
L1 5= wLaM Transport
Intermet Protocol [TCFARP) —
b
< | @
Irztall.. Uninztall Froperties
Description

Tranzmizzion Control Pratocol/Internet Protocal. The default
wide area network, protocal that provides commmunication
acrozs diverse interconnected nebworks.

Show icon in natification area when connected
Muotify me when thiz connection has limited ar no connectivity

aF. | | Cancel

You will need a Supplicant program in order to connect via the 802.1x protocol. It is available in the Windows XP Service
Pack 2 or later. Upgrade to Service Pack 2 is highly recommended for older versions (SP1, without SP, etc.). Installation
of all operating system updates is also recommended.

Wireless Connection Configuration
Right click above the Wireless Connection icon on the taskbar and select the Open Network Connections option.

Zhange Windows Firewall settings

Qpen Mebwark Conneckions

Fepair
Yiew Available Wireless Networks W = Br

—r=

Right click again above the Wireless Network Connections icon and select Properties.
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Properties of the wireless connection will be displayed.
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-+ Wireless Network Connection Properties |E|['>__(|

' General| Wirelezs Metworks |

Uze Windows to configure my wirgleszs network, zethings

Byallable networkz:

Ta connect ta, dizconnect fram, ar find aut mare infarmation
about wirglesz netwarks inrange, click the button below.

Wiew Wireless Metwoaorks

Preferred network.s:

Autornatically connect to available nebworks in the order listed
below:

Move up

b ove down

Learn about zetting up wireless nebwork,
configuration,

| %u:h:l... Remove || Froperties |

Advanced

| ak. | | Cancel

In the Wireless Networks tab press the Add button.
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Wireless network properties

Azsociation | Authentication || Ennnectinn|

Mebwork, harme [S5100]:

Wirelezz netwark key

Mebwaork Authentication:

D ata encryptior:

eduroam

Thiz network, requires a key for the following:

WHA

TEIF

access points are not used

The key iz provided for me automatically

[ ] Thiz iz a computer-to-computer [ad hoc) network.; wireless

| ok

Canicel

Enter the eduroam network name (SSID) and select the WPA/TKIP mechanism according to the image.
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Wireless network properties

| Azzociation | Authentication | Connection

Enable [EEE 802.1x authentication far thiz nebwark:

EAP type: | Protected EAF [FEAF] W

Froperties

[ ] Authenticate az computer when computer information iz available

[ ] Authenticate az guest when uzer or computer information iz
unavailable

Ok, | | Cancel

In the Authentication tab set parameters according to the image and press the Properties button.
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Protected EAP Properties

When connecking:

Yalidate server certificake

Conneck to these servers:

| radius1.eduroam, cuni.cz;radiusz . eduroam, cuni.cz

Truskted Root Certification Authorities:

UTMN-LISERFirst-Hardware A
[] UTMN-USERFirst-Metwork Spplications

|:| UTMN-IJSERFirst-Object

[ ] was Latvijas Pasts SSIRCA)

[ ] werisign Class 1 Public Primary Certification Autharity - G3

[ ] werisign Class 2 Public Primary Certification Authority - G3
[ ] werisign Class 3 Public Primary Certification Authority - G3 o
£ |

|:| Do not prompk user to authorize new servers or trusked
certification autharities,

Select Authentication Method:

ISe-:urEI:I password (EAP-MSCHAP v2) w Configure. ..

Enable Fask Reconnect
[ ]Enable Quarantine checks
[ | Disconnect if server does not present crypkobinding TLY

(] Cancel

Activate the server certificate verification, enter semicolon separated names of RADIUS servers and select the
certification authority according to the image.

Following RADIUS servers are addressed to users of the realms (domains) cuni.cz, uvtuk.cuni.cz, jinonice.cuni.cz,
student.cuni.cz and staff.cuni.cz:

¢ radius1.eduroam.cuni.cz
¢ radius2.eduroam.cuni.cz

Press the Configure button.
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EAP MSCHAPv2 Properties

When connecting:

] Automatically uze my Windows logon name and
pazaword [and domain if any).

Ok, | Cancel |

Cancel the option of automatic login name and password from OS. Press OK and subsequently confirm the remaining
dialog boxes (3x OK).

7] wireless Network Connection bad

Click here ko select a certificate or ather credentials For
conneckion ko the nebwark eduroam

D46 PM

The yellow box will be displayed above the system tray. Click this yellow box and login dialog will be displayed.
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Enter Credentials

User name: 123456758@cuni.c2

Passwﬂr’d: *aeeEEEERRERERER

Logon domain:

.

Enter your username including the realm (domain) and eduroam password. Do not copy the example!!! It is assumed
that the user's eduroam account is functional. Otherwise see the information available at access data page.

(7] Wireless Network Connection is now connected  #

iZonnected to: eduroam
Signal Skrength: Excellent

LA 3 w3 ML, % © 5:50PM

If you have entered a correct name and password, information on successful connecting to eduroam network will be
displayed in the system tray and you can use the connection. But note the supported services . If something does not
work, first consult the supported services page and make sure whether the operation is allowed within the network.

Username and password will be saved into the system registry after a successful login and for the next connection it
is not necessary to enter again the name and password. If you want to prevent saving your login name and password,
e.g. for security reasons, you have to remove them from the registry:

» Click the Start button and select Run...

*  Type regedit in the Open: box and press OK.

» Find the HKEY_CURRENT_USER\Software\Microsoft\EAPOL\UserEaplnfo key and click it.
* In Edit menu click Remove.

» Confirm key removing by clicking Yes.

» Close the Registry Editor.
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Name and eduroam logo are registered trademarks of the TERENA .


http://www.terena.nl/

